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KoHduaeHumnanbHOCTb
LlenocTHOCTb

L oCTynHOCTb

Yrposa

Ya3BUMOCTb
ATaKa



Knaccudukauma
YSI3BUMOCTEM

CVE — Common Vulnerabilities and Exposures (1999)

- Y3BMMOCTU NPOEKTUPOBAHUA
- YA3BMMOCTHM peann3aumu
- Y3BMMOCTH 3KCNyaTaLum



KnaccuduKkaumsa atak

v JlokanbHble v Ataku Ha nonb3osaresnen (CH)
v' YpaneHHsble v Ataku Ha KnueHTckoe 10

v’ ATtaku Ha cepBepHble NPUNOXKEHUS

v’ 3noHamepeHHble v ATaku Ha CUCTEMHble CEPBHUCHI
v CnyyanHble v Ataku Ha cTtek npotokonos TCP /IP

AN N N

oJlyYeHue A0CTyrna K cucteme
OBbILLEHWE MPUBUSIETMU B CUCTEME

PackpbiTne KoHdUaeHunanbHoW MHpopmaLmu

apyLleHune LuenocTHOCTU uHdopmaunu (BUpYChI,

yepsu, MITM-atakn)
CHwkeHue poctynHocTn nHdopmauum (DoS /DDoS)



Mogenb TCP /IP

MpuknagHoM

TpaHCNOPTHbIN

CeTeBoM

KaHanbHbIN

BGP, DNS, HTTP, SNMP

TCP, UDP

IP, ICMP

ARP



[lepexBaTt nakeTos

i : (Untitled) - Wireshark
Eile Edit View Go Capture Analyze Statistics Help

Eﬁilter. l I_‘d 4P Expression... | 6glear| %4 Applyl

SEeed vAxPB EAPDITYL Q] H N

L 517 152.47690: 192.168.12.21 209.132.177.50  TCP 48890 > httn [A(

P Frame 507 (74 bytes on wire, 74 bytes captured)
I Ethernet II, Src: Amit_04:ae:54 (00:50:18:04:ae:54), Dst: Intel_e3:01:f5 (0
P Internet Protocol, Src: 209.132.177.50 (209.132.177.50), Dst: 192.168.12.21
¥ Transmission Control Protocol, Src Port: http (80), Dst Port: 48890 (48890)
Source port: http (80)
Destination port: 48890 (48890)
Sequence number: 0 (relative sequence number)
Acknowledgement number: 1 (relative ack number)
Header length: 40 bytes
P Flags: 0x12 (SYN, ACK)
Window size: 5792
Checksum: 0x99db [correct]
P Options: (20 bytes)
P [SEQ/ACK analysis]

0000 00 Oc f1 e3 01 £5 00 50 18 04 ae 54 08 00 45 00 ....... R N
0010 00 3c 00 00 40 00 35 06 f£6 47 dl 84 bl 32 c0 a8 .<..@.5. .G...2..
0020 Oc 15 [} be fa b5 36 ce 18 0 bb b5 58 a0 12 ..JH...6 ..... X..
0030 16 a0 99 db 00 00 02 04 05 64 04 02 08 0a 10 1d  ........ s
0040 ee de 5b 81 15 29 01 03 03 02 T P

SlEE

No. - ITime |Source |De5tination I’rotocol I Info i
504 152.15829! 192.168.12.21 66.187.224.210 DNS Standard query A www.redhat.com
505 152.24944: 66.187.224.210 192.168.12.21 DNS  Standard query response A 209.132.177.50
506 152.25091i 192.168.12.21 209.132.177.50 TCP 48890 > http [SYN] Seq=0 Len=0 MSS=1460 TSV=1535
507 152.31125! 209.132. .168. http > 48890 [SYN, ACK] Seg=0 Ack=1 Win=5792 Len
508 152.31132/ 192.168.12.21 209.132.177.50 TCP 48890 > http [ACK] Seg=1 Ack=1 Win=5840 Len=0 TS
509 152.31154° 192.168.12.21 209.132.177.50 HITP  GET / HTTP/1.1 [,— ettercap NG-0.7.3 ~nOe
510 152.38737; 209.132.177.50 192.168.12.21 TCP  http > 48890 [A(
511 152.405161 209.132.177.50 102.168.12.21 TCP  [TCP segment of | F1le Sniff Options Help
512 152.40520! 192.168.12.21 209.132.177.50 TCP 48890 > http [AC
513 152.41351; 209.132.177.50 192.168.12.21 TCP  [TCP segment of
514 152.41356: 192.168.12.21 209.132.177.50 TCP 48890 > http [AC
515 152.45058: 192.168.12.21 209.132.177.50 TCP 48891 > http [SY
516 152.47685. 209.132.177.50 192.168.12.21 TCP  [TCP segment of

Source Port (tcp.srcport), 27 P: 1096 D: 1096 M: 0 Drops: 0
A\




YA3BMMOCTU KaHa/IbHOIO YPOBHH

User B User A

Q

UéerB uses this
(Attacker MAC)
\ .AC address

User A uses this
(Attacker MAC)
MAC address

Broadcasting
spoofed MAC
address

ARP-cnyduHr

ARP, Request who-has 95.108.170.39 tell 95.108.170.37, length 28
Attacker ARP, Reply 95.108.170.39 is-at 00:23:14:82:f2:68, length 46

Man in the middle



OO6Hapy»eHue cHUhdepoB

|ICMP-3anpocamu
Otcnexxnsanmem DNS-3anpocos

ARP- 3anpocamu

AyTteHTudurKaumsa B cetn (802.1x)

LLincdbpoeaHue Tpacdumka



YA3BMMOCTU KaHa/IbHOIO YPOBHH
Ataku Ha STP

- Configuration BPDU (CBPDU), used for Spanning Tree computation
- Topology Change Notification (TCN) BPDU
- Topology Change Notification Acknowledgment (TCA)

Ports in blocking

HAXOR




YA3BMMOCTH CETEBOIO YPOBHS
Ataku Ha ICMP (2005 ropn)

- Destination unreachable
- Protocol unreachable .
- Fragmentation needed but DF is set

[Tpobnemsbl c IP

- |P source routing
- |IP fragmentation

IPv6

- |Pv4-to-IPv6 murpauums
- Type 0 routing header
- HUbdUHr 1 MITM (6e3 IPSec)



YA3BMMOCTM TPAHCNOPTHOIO YPOBHS

TCP Sockstress (2009)

FIN_WAIT2

TCP SYN flood

UDP flood



YA3BMMOCTH NPUKNAAHOIO YPOBHH
SMTP

Promisc relay
[Topoenka 3aronoBKoB

SNMP

Community strings

[1lpoTOKONBbI ayTEHTUMKaLNK
NTLM (smbrelay, pass the hash)

Application level DDoS
HTTP Slow GET /POST



YA3BMMOCTM NPUKNAAHOIO YPOBHH

LM/NTLM challenge-response

Knveut DC (Nl)LM—Hash[1.£6] 0(0 Oi) 0
i [1.7] [8..14] [15..21]

> \ ¥ ¥
Challenge |—» DES |—» | DES |—»| DES

C = chall 8 6an

<c allenge (8 6aiT) * * *
[1.8] [9..16] [17..24]

R = f (hash, C) v ¥ ¥

> (NT)LM-Response[1..24]

R’ = f (SAM[hash], C)
R’ == R -> access granted



Pass the Hash

e Ecnu B challenge-response yyactsyeT Tosibko LM/
NTLM X3L, TO napo/b 3HaTb He 0653aTeNbHO.
MOXHO MCNoAb30BaTb X3LW ANA ayTEHTUDUKALUN.



Mouemy 310 BCe aKkTyanbHo. LMCompatibilityLevel

HKLM\System\CurrentControlSet\Control\LSA

0: KnneHt: LM/NTLMv1. KoHTponnep: LM/NTLMv1/NTLMv2
1: Knnent: LM/NTLMv1/NTLMv2. KoHTponnep: LM/NTLMv1/

NTLMv?2
2: KnneHT: NTLMvV1/NTLMv2. KoHTponnep: LM/NTLMv1/NTLMv2

3: KnneHt: NTLMv2. KonTtponnep: LM/NTLMv1/NTLMv2
4: KnneHt: NTLMv2. KoHtponnep: NTLMv1/NTLMv2
5: KaneHT: NTLMv2. KoHTponnep: NTLMv2

Windows XP: 0
Windows 2003: 2
Windows Vista/2008: 3
Windows 7/2008 R2: 3



YA3BMMOCTH NPUKNAAHOIO YPOBHA
DNS

- TpaHcdep 30HbI o
- PekypcueHble 3anpocbkl (DNS amplification)
- Kaminsky DNS vulnerability

BGP

- DDoS

190.10.50.1
40‘30.1

170.10.20.1 175.10.40.2
AS 100
e -._/__4
175.10.40.1
‘ 170.10.20.2 @ '
@ 175.10.0.0 RTC |
. AS 400
" 170.10.0.0 RTE —

AS 300 ‘



YassumocTtu npuknagHoro yposHsa: HTTP

Cookies

Same Origin Policy

Nubekunn (SQL, LDAP v T.4.)
Cross Site Scripting (XSS)
Cross Site Request Forgery (CSRF)
Hebe3onacHoe ynpaBneHue ceccuem




AHTtoH Kapnos
Cny6a nHdbopMaLMOHHOM 6e30nacHOCTH

tokza@yandex-team.ru
+7 495 739-70-00

yn. JlbBa Tonctoro, 16
Mocksa, Poccusa, 119021
Anpekc MockBa
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